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Letter from the Director

U.S. DEPARTMENT OF JUSTICE cops
O¥FICE OF COMMUNITY ORIENTED POLICING SERVICES

Office of the Director

145 N Street, N.E., Washington, DC 20530

Dear Colleagues,

From 2003 through 2006, the U.S. Department of Justice, Office of Community Oriented Policing Services (COPS
Office) awarded 65 grants totaling $250 million to local law enforcement agencies across the United States under its
Interoperable Communications Technology Program (ICTP). The purpose of these grants was to fund projects that
explored uses of equipment and technologies to increase interoperability and data information sharing among the law
enforcement, fire service, and emergency medical service communities.

With thorough and rigorous planning, these projects helped to demonstrate how new technologies and operating methods
could help communities achieve interoperability.

This report describes the findings of an ICTP assessment study conducted by the Institute for Law and Justice (IL]), in
which they examined the grant implementation process of the ICTP grantees. The report describes successful practices to
improve interoperability and build stronger multiagency and multidisciplinary partnerships. It also highlights ten best
practices that could help improve agencies in both critical incident and day-to-day operations.

1 encourage you to review these best practices and identify areas for implementation in your own interoperability efforts.
For more information on the COPS Office, and to access free publications on interoperable communications and other
topics critical to law enforcement, visit us at www.cops.usdoj.gov.

Sincerely,

/mwt X B

Bernard K. Melekian, Director
Office of Community Oriented Policing Services
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Introduction

Introduction

After the September 11, 2001, terrorist attacks on
the United States, the federal government greatly
increased its funding for projects that focus on
improving wireless communication among first re-
sponders. The U. S. Department of Justice, Office
of Community Oriented Policing Services (COPS
Office) is one of several federal agencies providing
grants for that purpose. From 2003 through 2006,
through its Interoperable Communications Tech-
nology Program (ICTP), the COPS Office awarded
65 grants totaling nearly $250 million to local law
enforcement agencies. This report reviews some
of the successful practices and lessons learned
from projects undertaken with ICTP grant sup-
port.

The COPS Office expected ICTP grantees to
conduct multiagency, multidisciplinary projects
to improve interoperability, defined as the ability
of public safety personnel to talk with each other
via voice and data on demand, in real time, when
needed, and when authorized.’

The COPS Office did not require ICTP grantees to
implement state-of-the-art technologies; instead,
its emphasis was on interagency partnerships, the
selection of technologies that met regional needs,
and sound planning and management practices.
In line with this, this report focuses on gover-
nance, needs analysis and planning, and project
management issues.

As a region, our first responaers should
not be concerned with what system they
are on or how they got there. They should
be focused on doing their job indepen-
dent of jurisdictional boundaries.”?

ICTP Grants

Law enforcement agencies representing Metropol-
itan Statistical Areas (MSA) from each state and
U.S. territory were invited by the COPS Office to
apply for ICTP grants, ensuring that both large
cities and small towns had access to the pro-
gram. Yet, while the COPS Office awarded ICTP
grants to law enforcement agencies, the projects

1. DHS (U.S. Department of Homeland Security): About SAFECOM.

2. The callout quotes in this report were collected from ICTP assessment
participants and are intentionally kept anonymous.

were not intended to benefit the administering
agency alone. Rather, the COPS Office sought to
fund “projects that explore uses of equipment
and technologies to increase interoperability and
data information sharing among the law enforce-
ment, fire service, and emergency medical service
communities.”

As the COPS Office explained in its invitations,
ICTP grant funds could be used to purchase the
following:*

B Interoperable communications equipment
for multidisciplinary and multijurisdictional
projects

B Equipment or services needed by local juris-
dictions to participate on larger public safety,
commercial, or other shared networks

Portable gateway solutions

Technologies to upgrade or enhance the abil-
ity of law enforcement systems to improve
the timeliness, effectiveness, and accuracy of
criminal justice information exchanges

B Any other technology that could be demon-
strated to increase interoperability signifi-
cantly within the public safety community

The ICTP grants supported projects in both large
and small population centers in MSAs.® The 14
grants awarded in 2003 went primarily to large
jurisdictions and were in the $2.5 to $6 million
range. Most of the 48 grants awarded in 2004 and
2005 were also in that range, although nine were
for less than $1 million.

Grantees were required to provide a 25 percent
local cash match. The grant amount often indicat-
ed the project’s technical complexity, but this was
not always the case; for example, one $6 million
grant was used primarily to purchase radios for
first responders in one jurisdiction.

The award period for 2003 and 2004 grantees was
one year. The COPS Office increased the award
period to three years for 2005 grantees.

3. COPS Office. 2005. “Fact Sheet: COPS Interoperable Communications
Technology.”

4. |bid.

5. Large population centers were considered those that met the threshold
of 150,000 or more. Small population centers were considered those under
150,000.

6. Only three grants were awarded in 2006 for a total of $8 million. The
federal cap per grant award for ICTP was $6 million for larger jurisdictions and
$3 million for smaller jurisdictions.
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Technical Assistance

The COPS Office selected the non-profit organiza-
tion SEARCH to provide training and technical
assistance (TA) to ICTP grantees. SEARCH pro-
duced detailed guidebooks,? delivered initial train-
ing to all ICTP grantees, offered advanced training
workshops, and provided TA to individual projects
at grantees’ requests. Some grantees requested
onsite, individualized TA services during the
startup or planning phases of their projects (i.e.,
before initiating the acquisition process), such

as developing project planning documents and
governance structures. Others requested TA from
SEARCH in reviewing the responses they received
to Request for Proposals (RFPs) from vendors who
proposed to address the needs of the agencies’
communications projects.

Grantees also benefited from kickoff conference
training presentations by COPS Office staff on key
grant administration requirements and processes.
All training events were enhanced by structured
and less formal opportunities for project manag-
ers to share information and solutions to common
problems with their peers.

‘It was extremely helpful to be able
to meet with project managers from
other jurisaictions through COPS
[Office] training forums.”

Assessment

The COPS Office selected the Institute for Law
and Justice (ILJ) to conduct an assessment of
the ICTP. Developed by ILJ in collaboration with
the COPS Office, the assessment explored the
processes the ICTP grantees employed, including
governance, planning, needs analysis, project

7. SEARCH Group, Inc., The National Consortium for Justice Information and
Statistics, www.search.org.

8. Harris, Kelly J., and William H. Romesburg. 2002. Law Enforcement
Tech Guide: How to Plan, Purchase and Manage Technology (Successfully!), A
Guide for Executives, Managers and Technologists (the first publication in the
Tech Guide series and hereafter referred to as Law Enforcement Tech Guide);
Hawkins, Dan M. 2006. Law Enforcement Tech Guide for Communications
Interoperability: A Guide for Interagency Communications Projects, Roberts,
David J. 2006. Law Enforcement Tech Guide for Creating Performance
Measures That Work: A Guide for Executives and Managers; Harris, Kelly

J., and Todd G. Shipley. 2006. Law Enforcement Tech Guide for Information
Technology Security: How to Assess Risk and Establish Effective Policies.

management, procurement, implementation and
testing, and training. The assessment work began
in September 2006, with data collection ending in
August 2009. Methods included detailed tele-
phone surveys, document reviews, several site vis-
its, and a focus group of ICTP project managers.

The greatest challenge to conducting the assess-
ment was the amount of time grantees needed
to implement their projects. Multimillion-dollar,
multidisciplinary, multijurisdictional, wireless
communications projects can take years to com-
plete. Many projects involved complex technical
solutions and new partners. While the major-

ity of ICTP grant projects were implemented as
planned, many grantees needed to request no-cost
extensions from the COPS Office to complete
their projects.®

By early 2009, it had become apparent that at
least 12-15 ICTP grantees would be extending
their projects into 2010. However, to ensure the
assessment was completed, the COPS Office and
ILJ set August 31, 2009, as the cut-off date for
data collection. The net result was that the assess-
ment team obtained complete or nearly complete
information on 44 projects,'® which represented
a valid cross-section of grantees with respect to
agency size, geographic diversity, and technolo-
gies implemented."

Environment

Police began using two-way radios in the early
1930s, and for at least the next 50 years, police
and fire/EMS agencies typically bought and man-
aged their own equipment. This business model
was destined to change as agencies learned hard
lessons from responders’ attempts to use incompat-
ible communications systems during emergencies
and disasters. By the time the ICTP began in 2003,
many agencies had begun to set aside their unilateral
approaches in favor of interagency cooperation and
cost sharing. The ICTP planners understood, however,
that overcoming barriers to collaboration could be as
difficult as making decisions about technologies.

9. Inall years, grantees could and did request no-cost extensions of the
grant award period.

10. By September 2009, 17 of the 65 ICTP projects had received no-cost
grant extensions into 2010 (some of the 17 had been far enough along with
implementation to participate in the telephone survey process).

11. The team obtained partial information on other grant projects, but this
information was not included in the survey database of 44 grantees.
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Figure 1. SAFECOM Interoperability Continuum. (See appendix for original, larger version.)

Source: U.S. Department of Homeland Security

In 2005, the National Association of State Chief
Information Officers (NASCIO) pointed to three
types of interoperability problems: technical
(spectrum issues and proprietary technology);
political (leadership issues and competition for
limited funding); and cultural, described as “agen-
cies’ natural reluctance to give up management
and control of their communications systems.”"®

“The 18 separate jurisaictions that will
share [the system] have all had to give up
some control. They normally would have
developed their own local microwave
systems, which may or may not have
been able to interconnect with adjacent
systems. By allowing this system to be
installed at their local sites, they have
supported a solution that is more than the
sum of its individual parts.”

Similarly, the U.S. Department of Homeland
Security (DHS) SAFECOM program reinforces the
message that resolving technical issues repre-
sents only one part of achieving interoperability.
SAFECOM emphasizes a need for concurrent
work in five areas: governance, standard operating
procedures, technology, training and exercises,
and usage. While ICTP projects were not formally

In 2003, the National Task Force on Interoperabil-
ity (NTFI) identified five challenges to interopera-
bility: incompatible and aging equipment; limited
and fragmented radio spectrum; lack of coordi-
nation and cooperation; limited and fragmented
planning; and limited and fragmented funding."

12. National Task Force on Interoperability. 2005. “Why Can’t We Talk?
Interoperability: Working Together to Bridge the Communications Gap to Save
Lives.”

evaluated against SAFECOM milestones, the
SAFECOM Continuum (see Figure 1) provided a
useful framework for assessing the projects’ start-
ing points and progress.

13. NASCIO. 2005. “We Need to Talk: Governance Models to Advance Com-
munications Interoperability,” 1.
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Assessment Results
and Lessons from the Field

The intended ICTP results were to (1) improve
interoperability and (2) build stronger partner-
ships. The ICTP assessment was not a formal
evaluation, but the findings indicate that the ICTP
accomplished both outcomes at nearly every par-
ticipating site. ICTP funds helped achieve greater
communications reliability, wider coverage, and/
or a new capacity to communicate with various
agencies.

‘By belonging to the regional system,
sharing resources is effective and in the
long run better for the community. Having
a reliable infrastructure, the officers don't
have to worry whether their radlio is going
to work or not; it just does.”

Of course, the ICTP often was not the sole reason
for the communications and operational improve-
ments grantees achieved. Depending on the site,
other factors included having developed portions
of their communications systems with support
from other funding sources; however, the ICTP
grants clearly contributed to making these im-
provements possible.

“The two big catalysts that cause agen-
cies to work together toward common
goals are disasters, or there Is money
available to encourage them to work
together.”

Improved interoperability in turn improved public
safety operations and first responders’ safety on
the job. Completed projects achieved more effi-
cient and effective responses to day-to-day events,
planned events, and critical incidents. Examples
included responding to officer-involved shootings;
managing presidential candidate visits; controlling
wildfires; handling hostage and escaped prisoner
situations; conducting vehicle pursuits, inves-
tigations, and search and rescue missions; and
responding to extreme weather events.

Just as important for the assessment, grantees
shared lessons learned from working through plan-
ning and implementation challenges. The assess-
ment identified examples of what recommended
practices worked well, as well as problems encoun-
tered at various sites.

Most ICTP projects required no-cost extensions to
complete their work. This was expected because
many projects involved complex technical solu-
tions and new partners. Continued reinforcement
of known best practices, however, can help future
projects avoid major delays and other difficulties.
For this report, 10 recommended practices stood
out as especially important for the ICTP proj-
ects. Highlighted below, these best practices are
grouped accordingly under five categories: Gover-
nance, Project Staffing, Project Planning, Procure-
ment Process, and Project Management.

Governance

The SAFECOM Continuum (see Figure 1 on page
3) shows four markers of progress in establish-
ing a governance structure. Most grantees had
reached at least the third marker—key multi-
discipline staff collaboration on a regular
basis—at the time their grants were awarded,

but some had not yet executed formal agreements
with their partners to establish a governing body
of decision makers. In its training and materials,
SEARCH encouraged grantees to strive for the
fourth (highest) marker on the continuum—for-
mal committees serving regional needs and work-
ing with statewide efforts.™

About 80 percent of grantees reported having
project governance structures. Some govern-

ing bodies were active before the ICTP funding
opportunity was announced, while others were
formed at the time of grant application or during
the project’s start-up phase. At least three-fourths
of grantees with governance structures considered

14. Hawkins, Law Enforcement Tech Guide for Communications
Interoperability, 28.
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them “very effective” in garnering political sup-
port for the ICTP project (84 percent), fostering
communications (80 percent), launching the proj-
ect (77 percent), and securing financial support
(74 percent). The assessment confirmed that the
following three governance practices worked best:

* Best Practices

1. The governing body is formed proactively,
before applying for a federal grant.

ICTP projects had an advantage when formal
governing bodies were already in place and had
provided oversight for earlier phases of a regional
interoperability plan, with the ICTP project repre-
senting another component of the plan (see below
sidebar). This saved time at startup that might
otherwise have been spent ironing out differ-
ences, and it reduced the chances that solutions
proposed for COPS Office ICTP funding would
require major modifications later.

v

When it was not possible or desirable for an exist-
ing governance structure to oversee the ICTP
project, sites took other approaches to meet
requirements for governance. San Diego, for
example, developed a charter at the time of grant
application for the Regional Command and Con-
trol Communications (3Cs) Council, which was
created specifically for ICTP project governance.
Most council members had worked together
before in various capacities, and the 3C leaders
made concerted efforts to coordinate with other
technology and communications committees in
the region.

Other sites were able to execute agreements in
time to meet the application deadline because the
partners had a history of cooperating on commu-
nications projects. As one project manager said,
meeting the requirement “did not mean having

to scurry to put something together.” Written
commitments also paid off for smaller projects. In
Ogden, Utah, for example (see sidebar on page 6),
a formal approach that was at first labor-intensive
proved key to completing the project on schedule.

Governance Structure Development
at Three ICTP Sites

Baltimore. The city of Baltimore, Maryland, on behalf of
the Baltimore Urban Area Workgroup, created a sub-
committee in 2001 that planned and implemented the
Central Maryland Area Radio Communications (CMARC)
system. Since that time, CMARC has operated as the
governing body for interoperable communications.
Baltimore’s 2003 ICTP grant represented Phase Il of
CMARC’s five-phase strategic plan to complete the
region’s overall interoperability vision. CMARC's regional
planning capabilities, as well as demonstrated successes
in Phase |, had a significant positive impact on the ICTP
grant project. In presentations to newer ICTP grantees,
COPS Office staff often included CMARC as an example
of governance.

San Jose. The San Jose area Silicon Valley Regional
Interoperability Project (SVRIP) received the highest
rating of “advanced” for governance in a U.S.
Department of Homeland Security process. SVRIP is
grounded in earlier efforts to address interoperability
issues: in 1998, Santa Clara County police chiefs, fire
chiefs, and communications managers formed two
working groups to develop a solution for voice radio
and data communication. Each group included county
representatives from law enforcement, fire, EMS, and
emergency management, along with resources from the
California Highway Patrol and California Department of
Forestry.

These groups developed the Bay Area Mutual Aid
Communication System (BayMACS) for interoperable
communications, but this still required dispatcher
intervention to program a temporary patch between
disparate systems. In 2004, increased public safety
concerns and BayMACS' limitations spurred the
formation of SVRIP, which contracted out for a data
integration and radio interoperability needs assessment
and design solution. SVRIP includes representatives of
Pacific Gas and Electric, the San Jose Mayor’s Office,
and federal agencies such as the FBI and ATF (Bureau of
Alcohol, Tobacco, Firearms and Explosives), in addition to
the groups named earlier.

Colorado Springs. The process for establishing the
Pikes Peak Regional Communications Network (PPRCN)
in 1999 illustrates another team approach to governance.
After receipt of a consultant’s report prepared for
Colorado Springs and El Paso County, a city and county
team researched options for resolving communications
issues affecting both jurisdictions. Management,
technical, finance, and publicity teams were established
under an executive board, which maintained oversight
of the process. A system upgrade was successfully
completed, and the PPRCN governing board made
decisions regarding infrastructure and operations. The
existence and experience of this group provided a stable
structure for the ICTP project. The PPRCN also formed a
users’ council.
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Governance and Planning for a Smaller Project

The Ogden City Corporation received one of the smallest
ICTP grants (less than $350,000) but developed a 60-
page, comprehensive project design document. Among
other things, it detailed responsibilities and associated
costs for each agency and was sanctioned by a seven-
member steering committee. A technical committee was
also formed to support the jurisdictions that had limited IT
capabilities.

Project personnel offered these recommendations:
develop a planning document that includes all program
components; involve all stakeholders; form a steering
committee that represents all partners and that meets
regularly; and involve upper-level management to ensure
funding and provide support.

2. The governing body is formally organized, as reflect-
ed in a project charter or similar written agreement,
and members have decision-making authority.

About 20 percent of ICTP grantees did not have a
governance structure for their projects, relying in-
stead on day-to-day coordination among key staff
and the management plan prepared for their grant
application; and about one-fourth (26 percent)

of projects that reported having a governance
structure said that members’ commitments were
informal.

Complex IT projects, however, can be affected
by political, organizational, legal, and technical
issues. Multimillion-dollar, multiagency interop-
erability projects typically take several years to
complete and project personnel cannot afford

to rely on verbal agreements alone to keep their
projects on track should they encounter changes
in leadership or technical issues that affect
project direction or costs. Project personnel need
to execute a written agreement for governance,
whether that agreement is contained in a project
charter or another official document. This en-
sures the project has a decision-making structure
in place and helps clarify the responsibilities of all
participating agencies.

Furthermore, governing body members—e.g.,
police chiefs, sheriffs, fire chiefs, and city and
county managers, or administrators with author-
ity and ready access to those officials—must be
decision makers, because their involvement is
essential for breaking down political and resource
barriers that may interfere with project comple-

tion. As one project manager said, “They have the
power to get things done.”

“The system was going to use wireless
fransmission and wouldn’t allow a wired
connection between consoles and the
main system. The team wanted a wired
connection, which would cost the city an
extra $100,000. The police commission-
er agreed and worked to obtain funding.”

“The various sheriffs and managers

of public safety [from nine counties]
were very involved and supportive. We
are finding that maintenance is more
expensive than anticipated, and manage-
ment has supported us in dealing with
that challenge.”

3. The governing body is representative of the involved
jurisdictions and disciplines.

Nearly all ICTP governing bodies included repre-
sentatives of local law enforcement, fire and EMS,
and city and county government (typically the
communications department), but some benefited
from being more inclusive. For example, the city
of Omaha and the Omaha Public Power District
(OPPD) signed a historic agreement to share
assets and begin cooperative development of a
regional radio network. The cooperative network
provided public safety units with voice coverage
in all of the MSA’s nine counties—six in Nebraska
and three in lowa—and served as the foundation
for a regional mobile data network. In Colum-
bus, Ohio, where ICTP personnel emphasized
that “governance is key,” the Homeland Security
Advisory Committee (HSAC) took on additional
responsibilities, such as health emergencies and
bomb squad operations, after experiencing suc-
cess with ICTP project governance.

Depending on their ICTP objectives and oper-
ating environments, various governing bodies
had members representing state and federal law
enforcement, utility companies, tribal interests,
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military facilities, hospitals, and other states. At
some sites (about 17 percent), vendors partici-
pated in governing body meetings in a non-voting
capacity.

*x Lessons Learned

Forming and solidifying partnerships takes time.
Even projects that had laid the groundwork for
governance experienced delays at startup if
agreements had not been signed before applying
for the grant. One project involved nine coun-
ties in a build-out of five mutual aid channels
and was a model of cooperation: e.g., project
implementation proceeded with no significant
conflicts or scheduling delays. Still, time was
needed after the grant award to solidify agree-
ments. As one ICTP project representative
explained, it took four or five months to com-
plete the MOUs “because each county attorney
wanted a little something different.”

This delay was relatively minor. Projects were
subject to more serious problems when a gov-
erning body was never designated. Interoper-

ability was improved in the end, but there was
no formal group in place to help manage risks.

\4

Lack of Formal Governance Structure

Although most ICTP projects had governance structures,
important lessons can be learned from some that did
not. For example, one jurisdiction essentially managed
the ICTP grant as its own capital project. It did not

form a governing body or create a project charter. The
jurisdiction had a reasonable expectation that matching
funds would be available, but unusual political events
delayed approval and receipt of those funds for more
than a year.

The first 18 months were impeded by a lack of project
definition, inconsistent organizational support, and a
change in the wireless communications department’s
leadership. Once that leadership was stabilized, the
new managers determined that changes in the system’s
technical design were warranted. Other delays were
caused by extreme weather and the unavailability of
physical sites that had been promised to the project by
other agencies.

Project Staffing

A highly qualified project manager and technical
team are essential for any interoperable com-
munications project. Best practices numbers four
and five below clearly helped ICTP grantees keep
their schedules on track, contain costs, and control
the scope of work:

* Best Practices

4. The project manager is a skilled, experienced mem-
ber of the lead agency who can facilitate communica-
tion and decision making. The project manager is full
time for major, multimillion-dollar projects.

SEARCH identifies more than 20 responsibilities
of law enforcement IT project managers, along
with skills and personal attributes needed for
effectiveness,'”® and emphasizes that project man-
agement experience is critical for interoperability
projects.'®

About 71 percent of ICTP project managers
brought six or more years of related I'T/com-
munications management experience to the job.
Whether or not key tasks were contracted out,
projects also benefited from in-house project
managers’ access to decision makers, such as
executives on the governing body, legal counsel,
and budget and finance personnel. As one assess-
ment participant stated, advantages to communi-
cations project management experience included
“a healthy skepticism and technical expertise that
proved to be beneficial in implementation of the
project.”

5. The project team includes technical subject matter
experts—staff, consultants, or both—who can objec-
tively evaluate vendor offerings.

The knowledge and experience of ICTP technical
teams were critical in helping to ensure that proj-
ects were driven by operational needs, whether or
not the project planned to issue an RFP for com-
petitive bids or use a sole source contractor. As
an Interoperability Summit participant observed,
“The person across the table [at contract negotia-
tions] is not your adversary, but they are there

to make money for their company.”"” Although
ICTP grantees overall were satisfied with vendor
performance and experienced few significant
delays after testing, some realized cost savings, in

15. Harris and Romesburg, Law Enforcement Tech Guide, 44—45.

16. “Assign inexperienced staff in larger projects at your own risk.” (Hawkins,
Law Enforcement Tech Guide for Communications Interoperability, 73.)

17. SEARCH. 2006. “2006 National Interoperability Summit Proceedings,” 33.
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addition to other benefits, because of the techni-
cal team’s expertise:

B The technical expertise of the Denver Elec-
tronics Engineering Bureau enabled the proj-
ect team to negotiate significant involvement
in system design and construction as well as
customized maintenance agreements. As an
added bonus, these contract provisions repre-
sented reduced pricing by the vendor.

B The San Diego project team, which also used
a paid technical consultant, noted, “Our [in-
house]| technical team, especially for micro-
wave, was critical. They saved us a lot of time
and expensive redesign by finding and resolv-
ing issues early.”

® In Colorado Springs, the tech team’s experi-
ence “provided checks and balances, over-
sight, and patience. Experience in explaining
technical projects to upper management was
extremely helpful and helped validate the
need for the upgrade.”

*x Lessons Learned

ICTP project representatives consistently empha-
sized the importance of using experienced project
managers and technical teams. Twenty percent of
ICTP project managers had one year or less of re-
lated IT/communications experience, with about
half of them managing projects in the 83 to 86
million range. Grantees recommended using highly
qualified consultants for areas in which staff lacked
the needed knowledge, experience, or availability.

SEARCH also strongly argues for assigning a project
manager full time on projects costing more than

a few hundred thousand dollars,™ but this is not
always done. As one project manager said, “We are
left to execute these large-scale regional initiatives
while still performing our duties to local jurisdic-
tions.” Managers at various project sites also noted
that technical personnel were “stretched thin” or
that more administrative assistant support was
needed.

Project Planning

Project planning includes creating a project
charter, conducting a needs analysis, developing
system requirements, making purchasing deci-
sions, budgeting, and managing risks, among
other responsibilities. Creating a charter early in
the project provides an opportunity to clarify the

18. “Don’t make the mistake of figuring that project management is a side-
line job for someone with other responsibilities.” (Hawkins, Law Enforcement
Tech Guide for Communications Interoperability, 74.)

project scope, at least in general terms, such as
the participating agencies, geographic areas af-
fected, and capabilities to be replaced or provid-
ed.” A more definitive scope statement would be
developed as part of the project management plan
and would include requirements based on a needs
analysis, details from the conceptual design, and
any grant requirements.?

“The neeads analysis determined the
technological strategy that we would use.
It set the scope and size of the project
Vis a vis matching grant fund limitations. It
also helped us to figure out which neigh-
boring jurisdictions would participate and
how much they could contribute to the
project.”

Scope changes can and do occur. During the
course of the project, technical barriers may
arise, new opportunities may emerge, or agency
needs may change. The practices below can help
ensure that the proposed technical solution will
be viable and that obstacles that can affect project
schedule and scope are anticipated and managed:

* Best Practices

6. Operational needs and technical analyses (not the
funding program or vendor) drive the project plan and
scope.

An advantage of the ICTP was that it allowed ap-
plicants to propose the technologies or equipment
they deemed necessary, based on their analyses
of local and regional interoperability needs. There
was no pressure to implement a particular techni-
cal solution. Although communications grants
can be structured to encourage innovation, most
ICTP sites were not ready to take the risks associ-
ated with cutting-edge technologies; rather, they
needed the flexibility to implement solutions in
phases and address immediate needs with proven
technologies.

19. Hawkins, Law Enforcement Tech Guide for Communications
Interoperability, 76.

20. Ibid., 118-120.
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About 30 percent of ICTP grantees said they had
conducted an operational needs analysis before
submitting their ICTP grant application, and 27
percent reported they did so after launching the
project. Some grantees said they did not conduct
a post-award needs analysis had already complet-
ed one as part of a larger, comprehensive regional
interoperability effort.

The ICTP did drive project planning and scope

in some ways. Like any grant program, the ICTP
had funding limits, and it required a local cash-
match. More significant, however, was its positive
influence on partnerships because of its clear
expectation for cooperation across disciplines and
agencies.

7. End users are involved in project planning.

In both the Law Enforcement Tech Guide and
Law Enforcement Tech Guide for Communica-
tions Interoperability, SEARCH emphasizes the
importance of obtaining information on opera-
tional needs from end users (and all stakeholders)
as part of the needs analysis process, after docu-
menting current business processes and technol-
ogy systems.?’ Many ICTP projects advocated

for this approach and recommended designating
a user group as an official subcommittee of the
governing body.

In Virginia Beach, for example, the ICTP project’s
ORION Steering Committee created an advisory
group of end users to address policies and proce-
dures for the new technologies. End users could
also view the project website to stay abreast of
implementation progress. Another approach was
seen in Denver, where in-house technical staff
helped gain system acceptance through frequent
interactions with users, including ride-alongs and
meetings with a user group.

8. The project team anticipates problems
and related delays and creates a risk
management plan.

As SEARCH observes, “The term risk manage-
ment is common enough [...] but the formal
process of a plan to deal with risks in technology
projects is unfortunately uncommon.”? Both the
Law Enforcement Tech Guide and Laww Enforce-
ment Tech Guide for Communications Interoper-

21. Harris and Romesburg, Law Enforcement Tech Guide, 79; Hawkins, Law
Enforcement Tech Guide for Communications Interoperability, 129.

22. Hawkins, Law Enforcement Tech Guide for Communications
Interoperability, 129.

ability discuss contingencies with which interop-
erability project teams need to be concerned when
devising a risk management plan, including:*

B Loss of key staff or participants (e.g., project
manager)

Loss of funding
Bid protests
Construction delays

Vendors defaulting or going out of business

Disputes or delays related to frequency
licensing

u  Public protests, particularly over radio tower
locations

Experienced ICTP project managers and technical
team members were familiar with risks to simi-
lar projects, as well as the timeframes typically
required for planning, procurement, installation,
testing, etc. What was often lacking was an effort
to commit the collective knowledge about poten-
tial risks to writing.

This appears to be a long-standing issue. In its Law
Enforcement Tech Guide, SEARCH concluded

after “contact with hundreds of law enforcement
agencies” that “most project managers simply don’t
know how to pull a risk management plan together”
and provided specific steps for developing such a
plan.? Briefly, the risk management plan should
(1) be done during the early planning phase, (2) in-
clude potential “political” risks, and (3) be revisited
periodically during the course of the project. The
plan does not have to be complicated or lengthy.
For example, San Diego submitted a seven-page
“Project Plan/Project Charter” with its ICTP grant
application that included a chart listing six risk
areas: leadership, support and buy-in, staffing, cost,
schedule, and scope. For each area, the chart noted
whether the risks were considered low, medium,

or high;® included a brief impact statement; and
stated how the risk would be mitigated. (See Table
1 on page 10 for an excerpt.)

*x Lessons Learned

The ICTP offered the flexibility needed for sites
to develop their interoperability project plans
based on operational needs and technical analy-
ses. In addition, ICTP’s emphasis on collabora-
tion resulted in new or stronger partnerships and

23. Hawkins, Law Enforcement Tech Guide for Communications Interoperabil-
ity, 129; Harris and Romesburg, Law Enforcement Tech Guide, chapter 12.

24. Harris and Romesburg, Law Enforcement Tech Guide, 149.

25. Risks could be rated for likelihood of occurrence, severity of consequenc-
es, or both.
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Risk Area Assessment Impact Mitigation
Staffing Medium Success of project depends on ability This project will leverage knowledge and
to staff with credible experience in the experience with existing microwave net-
technical areas. works at the city and county. In addition,
third-party vendors have been brought
into the project to provide additional
support for technical issues.
Cost Low Initial project costs have been estimat- Develop maintenance cost estimates

ed and funded via a federal grant and
matching funds. However, long-term
costs and cost recovery mechanisms
have not been identified.

during the network design phase, and
build cost recovery mechanisms into the
long-term governance of the project.

Table 1. San Diego “Project Plan/Project Charter” Excerpt

related resource and cost-sharing agreements.
The main lesson learned concerns the time it
takes to conduct the needed analyses and to so-
lidify agreements among agencies. ICTP grantees
had only three to four weeks to prepare their ap-
plications, and 64 percent—including a number
of highly experienced sites—reported they could
have used more time to improve the quality of
their proposals.

ICTP sites reported end users appreciated the
interoperable communications improvements and
expressed little resistance to the new technologies
or equipment. Another purpose of user groups,
though, is to help ensure that user expectations
are realistic. For example, one project representa-
tive explained, “There were misunderstandings
about the purpose of the system upgrade. Many
users believed that upgrading to P-25 would solve
all system problems, including problems related
to coverage.” End users across the ICTP sites
identified few drawbacks to the new technologies
that could not be addressed through training, ven-
dor adjustments, or additional experience with
the equipment; but the lesson for future projects
is to be sure end users are involved in planning
and understand what to expect after system in-
stallation.

Future projects would also benefit from taking a
more systematic approach to preparing risk as-
sessments. ICTP grantees as a group experienced
various problems, such as turnover in key person-
nel and governing body positions, protests, and
licensing issues. Not every problem caused major
scheduling setbacks, but some did. Delays of at

least 18 months occurred with two projects be-
cause matching funds were dependent on public
bonds that did not pass as quickly as expected.
Another project found that “the sophistication of
the project turned out to be a hurdle that some
of the smaller agencies just could not surmount.”
Risks varied from one project to the next and
included labor union issues, unforeseen site ac-
ceptance problems late in the installation phase,
major hurricanes, severe flooding, bid protests,
conflicts of interest, and needs for technologies
that differed significantly from the solutions origi-
nally proposed.

Procurement Process

The SEARCH guides discuss numerous pro-
curement steps, from laying the groundwork

for RFP development, to managing the “art” of
procurement, to handling contract negotiations.
SEARCH encourages developing “a solid process
of defining, designing, specifying, and buying the
system”? whether the project team plans to
sole-source the major components or evaluate
competitive bids. Fewer than half of ICTP grant-
ees (about 44 percent) selected their primary
technology vendor through a competitive bidding
process.

“The committee edited, and edited, and
re-edited the RFP to adaress concerns
from all [partner] counties.”

26. Hawkins, Law Enforcement Tech Guide for Communications
Interoperability, 138.
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*x Best Practices

9. The project team gets help from top subject matter experts with
RFP development, vendor selection, and contract negotiations.

SEARCH summarized this best practice quite simply:
“There is a way to deal with the complexity: get help!”?
About half of ICTP project managers reported obtaining
outside TA to develop an RFP, and one-fourth said they
received TA with vendor selection. About 36 percent visited
other projects implemented by the vendor(s) they were
considering.

ICTP projects took a range of approaches to acquire the

TA they needed. For example, in Baltimore, Maryland,

the strain on staff time for technology acquisition (which
involved several local government procurement offices) was
alleviated when a partnering county provided an experi-
enced consultant to assist.

Several projects took advantage of SEARCH TA services

to review vendor and consultant proposals. In Hennepin
County, Minnesota, the vendor selection process was
lengthy because of the emerging technologies being evalu-
ated, and thus a consultant proved extremely beneficial.
For RFP development in Virginia Beach (four separate RFPs
were issued), the project retained an experienced systems
engineering and consulting firm that specialized in tele-
communications systems planning, design, and implemen-
tation. Virginia Beach offered the following advice during
the ICTP assessment:

‘Insist on line item detail on RFP responses in
order [for a response] to be considered valid. . ..
Spend the time to understand what each line item
does/represents/requires. . .. Take the extra time
to make sure all software licenses, passworas, and
other miscellaneous line items are included in the
RFE It is much easier to require it as part of the
contract than to try and get it added later.”

In addition, several project managers emphasized the
importance of thoroughly reviewing vendors’ past perfor-
mances.

27. lbid., 141.

*x Lessons Learned

A majority of grantees (80 percent) reported having no
significant difficulties with contract negotiations. Among
the grantees (20 percent) who did run into problems, one
noted that, despite the project team’s extensive experience,
finalizing the contracts took so long that it put the project
behind schedule. Another grantee noted, “There were mis-
understandings about the product capabilities, including
ambiguous details and unclear product feature information.
Additionally, some information was not readily supplied by
the vendor.”

Overall, most grantees worked through the acquisition
process without exceptional problems, and many advised
others to do as they did and obtain expert TA when needed.
About 36 percent of grantees who used an RFP process,
however, said it took longer than expected. Thus another
lesson learned is to budget sufficient time for the procure-
ment process, including contract negotiations.

Project Management

One of the eight steps in SEARCH’s “roadmap” for project
management involves developing a plan to guide acquisi-
tion, implementation, and management of the new technol-
ogy and building specific performance measures into that
plan (or a similar document). This was an essential aspect
of project management for ICTP grantees.

* Best Practices

10. The project team builds performance measures into the proj-
ect plan and vendor contracts and routinely assesses progress.

Only 36 percent of ICTP grantees said they developed a
project plan after being awarded a grant, and of those grant-
ees about 46 percent said their project plan, charter, or
other planning document included performance measures.
Some who indicated they did not develop a post-award plan
said they used the plans developed for their grant applica-
tions. Those grantees and others said they were also guided
by the tasks and timelines incorporated into their vendor
contracts.

A number of large projects provided copies of detailed con-
tracts with major vendors, showing project tasks, roles and
responsibilities, performance standards, milestones, ete. In
fact, a majority of grantees (85 percent) made progress or
milestone payments to the primary vendor. Grantees were
not asked to rate vendor performance, but responses to

an open-ended question indicated that most grantees felt
the vendors they selected met their expectations. About
one-third of projects experienced delays (usually minor)
because modifications were needed after initial testing.
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Lessons Learned

SEARCH, the COPS Office, and ILJ did not expect
ICTP grant project documents to always be done
in the same manner or order as described in the
SEARCH Lazw Enforcement Tech Guides. In addi-
tion, SEARCH recognizes that planning “is a pain-
ful word in some public safety circles” because of
the number of planning documents agencies are
asked to produce.? Still, the project plan that the
COPS Office and SEARCH recommend is clearly
not the same as a vendor contract; rather, it is
developed in conjunction with conducting a needs
analysis. The assessment findings suggest that
future projects would be well served by reviewing
the contents and purposes of the project plan that
the Law Enforcement Tech Guide for Communi-
cations Interoperability® discusses to be sure all
bases are covered.

28. Hawkins, Law Enforcement Tech Guide for Communications Interoperabil-
ity, 118; see also 117-134.

29. A second edition of the Law Enforcement Tech Guide for Communications
Interoperability is planned for publication in 2012.

Conclusion

Much of the difficult work in regional interoper-
ability projects is done behind the scenes. Often,
it goes unrecognized by the community, yet that
same “invisibility” is also a sign of accomplish-
ment. Ashley Strickland, an interoperable com-
munications expert, did a good job making that
point:

“I think that one of the most significant
interoperability milestones we’ve seen

are those moments when people forget
what it is. When we don’t even recognize
the level of interoperability taking place—
when seamlessly communicating across
disciplines and jurisdictions has simply
become the way teams operate—that’s
when we've achieved interoperability.”

Before the ICTP assessment began, the U.S.
Department of Homeland Security, SEARCH, and
other professional organizations had developed
guidelines for managing interoperability projects.
Putting those guidelines into practice was often
challenging, partly because the technologies were
complex, the partnerships were new, or funding
was limited. Yet many ICTP projects stood out for
the best practices they demonstrated in getting
the job done, and many projects generously gave
their time to explain what worked for them and
what did not. The knowledge, experience, and
lessons they shared will be useful to their coun-
terparts in other jurisdictions.

30. DHS (U. S. Department of Homeland Security), Command, Control and
Interoperability Division. 2010. “Q&A with Ashley Strickland,” 7.
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SAFECOM Interoperability Continuum
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About the COPS Office

About the COPS Office

The Office of Community Oriented Policing
Services (COPS Office) is the component of the
U.S. Department of Justice responsible for ad-
vancing the practice of community policing by
the nation’s state, local, territory, and tribal law
enforcement agencies through information and
grant resources.

Community policing is a philosophy that pro-
motes organizational strategies that support the
systematic use of partnerships and problem-
solving techniques, to proactively address the
immediate conditions that give rise to public
safety issues such as crime, social disorder, and
fear of crime.

Rather than simply responding to crimes once
they have been committed, community policing
concentrates on preventing crime and eliminat-
ing the atmosphere of fear it creates. Earning the
trust of the community and making those indi-
viduals stakeholders in their own safety enables
law enforcement to better understand and address
both the needs of the community and the factors
that contribute to crime.

The COPS Office awards grants to state, local, ter-
ritory, and tribal law enforcement agencies to hire
and train community policing professionals, ac-
quire and deploy cutting-edge crime fighting tech-
nologies, and develop and test innovative policing
strategies. COPS Office funding also provides
training and technical assistance to community
members and local government leaders and all

levels of law enforcement. The COPS Office has
produced and compiled a broad range of informa-
tion resources that can help law enforcement bet-
ter address specific crime and operational issues,
and help community leaders better understand
how to work cooperatively with their law enforce-
ment agency to reduce crime.

B Since 1994, the COPS Office has invested
nearly $14 billion to add community policing
officers to the nation’s streets, enhance crime
fighting technology, support crime prevention
initiatives, and provide training and technical
assistance to help advance community polic-
ing.

® By the end of FY2011, the COPS Office has
funded approximately 123,000 additional
officers to more than 13,000 of the nation’s
18,000 law enforcement agencies across the
country in small and large jurisdictions alike.

B Nearly 600,000 law enforcement personnel,
community members, and government lead-
ers have been trained through COPS Office-
funded training organizations.

m  As of 2011, the COPS Office has distributed
more than 6.6 million topic-specific publica-
tions, training curricula, white papers, and
resource CDs.

COPS Office resources, covering a wide breath
of community policing topics—from school and
campus safety to gang violence—are available, at
no cost, through its online Resource Information
Center at www.cops.usdoj.gov. This easy-to-nav-
igate website is also the grant application portal,
providing access to online application forms.
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